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Abstract 
 
Increasingly, secure coding is of interest to a variety of domains beyond internet-
connected systems.  CERT has developed secure coding standards for ubiquitous 
programming languages such as C, C++, and Java and a conformance testing 
process (SCALe) for evaluating source code conformance to these standards.  This 
presentation will provide an overview of these products and services and a detailed 
analysis of dangerous optimizations enabled by undefined behaviors in the C and 
C++ programming languages.  Frequently, these optimizations are interfering with the 
ability of developers to perform cause-effect analysis on their source code, that is, 
analyzing the dependence of downstream results on prior results.  Consequently, 
these optimizations are eliminating causality in software and are increasing the 
probability of software faults, defects, and vulnerabilities.   
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